CASE STUDY:
HEALTH INSURANCE

Clearer @ visibility.
Lower risk.

A large health insurance provider needed better visibility into its software, security
risks, and third-party code. After the Log4j vulnerability took six months to fully
uncover, the team turned to Legit to gain a clearer view of their SDLC, strengthen
security, and support SBOM compliance.




SDLC visibility - from Al to
vulnerabilities and secrets -
In minutes

The team implemented the Legit Alnative ASPM platform and after being
impressed by how quickly the solution was up and running, they were
especially pleased with the breadth and depth of SDLC visibility — from Al
to vulnerabilities and secrets — and how fast they could clearly pinpoint
where they had security issues that needed to be addressed.
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“It was just easy. It was an easy integration,” said the CTO.
“It's a great complement to our static testing; it added a layer
of security analysis to the SAST. And it solved the issue that |
was trying to understand, which is where in my code that a
third party writes for me do | have security issues?”

Director
Insurance, IT Security & Risk Management

The SOC at the insurance company has seen significant value from the
Legit platform as well. Previously, when the SOC got an alert about a
significant vulnerability, it would trigger a complex process that involved
about 20 people figuring out if there was exposure and where. With the
Legit platform in place, that investigation now takes about 5 minutes.

Agentic AppSec: Al-Speed Defense for Al-Speed Attacks o1



Al discovery

The CTO also found value in Legit’s ability to identify Al in use. For
example, one of the firm’s vendors told them they solely use Azure Al. But
then Legit revealed HuggingFace and OpenAl components in their code.
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“Legit puts intelligence into our conversations,” says
the CTO. “It gives you the ability to understand a new
piece of software a vendor is introducing, to very
quickly analyze it, to see what kind of exposures you
have from a vulnerability perspective, or an Al risk
perspective. It's just absolutely fantastic.”

jef extract_form_data(document_url):
poller = form_client.begin_analyze(
bndpoint=0s.getenv("AZURE_ENDPOINT"),
redential=o0s.getenv("AZURE_KEY")

UndISCIosed AI rom azure.ai.textanalytics import QERQENIEIRASKE{RET-T id

usage deteCted rom transformers import

import openai
Click text oricon to edit

lef analyze_document(text):

client = TextAnalyticsClient[¢

endpoint=os.getenv("AZURE_ENDPOINT"),
credential=os.getenv("AZURE_KEY")
)

classifier = pipeline("text-classification")

response = openai.ChatCompletion.create(

model="gpt-4"}
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Highlighting exposed
credentials

“Leqit identifies the security-related technical debt that results from
poor coding practices,” says the CTO. “And it’s debt that will get you into
trouble if you allow the code to go into production.”

An early and clear indication of Legit’s value was that the platform
immediately highlighted that they were passing clear-text password
credentials to AWS.

First, | didn't even know we were using AWS,” said the CTO. “| certainly
didn’t know that there were IDs and passwords in our code, and definitely
didn’t understand that we were passing them, in the clear, to a cloud
provider. Because Legit integrated so easily into Azure DevOps, it
revealed this issue almost immediately.”

O Exposed credentials detected

client = boto3.client(

aws_access_key_id="AKIA****

AWS_SECTet_acCesS_Key=""**** ¥ %kt ks ksrksk sk s

)

U ) Exposed credentials detected
O Exposed credentials detected
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Better visibility = better
collaboration

Ultimately, the partnership between the insurance firm and Legit has
yielded better collaboration between security, engineering, and
executives. With one source of truth about the SDLC and all its
components and controls, the teams have a “common language” to
discuss risk and how to address it.

Next stop, secure
by default.

Schedule aDemo > Request Free Trial >
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